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Security

Aims and Objectives
- To address the issue relating to data and network security

- To briefly explain means of encrypting information

Security measures

The security of a network is a common and valid concern for everybody who uses the network or implements networked applications, and this holds true for multimedia applications as well. There are numerous examples of networked systems becoming the target of hackers, fraudsters or spies who break into networked systems to obtain personal information, impersonate somebody else, destroy data, paralyse systems etc…

However, the security of a company’s network systems is as important as the physical security of its other assets.

There are few things one should realize about the security of networked systems:

· any device or computer is potentially open to attack

· no system can be 100% invulnerable to security breaches

· the more secure a system is, the more costly and inconvenient it is to use it.

Below are listed some common security issues and solutions:

	Security problem
	Solution

	Protecting data and passwords from being intercepted in transit by unauthorised persons
	Encryption. PGP(Pretty Good Privacy) is a system for the encryption of messages  which can be applied to files or e-mail

	Preventing improper or accidental access to a system
	Enforce authorization and authentication schemes to a system

	Determine that a person or organisation is really who they claim to be
	Require digital certificates or digital signatures. This can be obtained from a Certificate Authority (not discussed in lecture)

	Nonrepudiation, meaning being able to prove that a certain person really performed a certain action
	Use good accounting (keeping system log files) and require digital signatures from parties who will access the system

	Protect against breaking of passwords and keys
	Use advanced cryptanalysis techniques with strong keys and changing the keys frequently

	Viruses
	Use good anti-virus software and update it frequently

	Detecting if a message has been tampered with in transit
	Use message digests (not discussed in lecture)

	Protecting against unwanted, malicious or unauthorized attacks on the system
	Use firewalls or proxy servers. Conceal internal addresses


Data encryption terminology

Data encryption involves a type of processing of data which ensures that, if data were intercepted in transit, it will be incomprehensible to an unauthorised receiver. The data, however, should be decrypted readily by the intended recipient.

Consequently, most encryption and decryption use an encryption key, which should be known by the two correspondents.

Prior to encryption, the data is known as plaintext and after the encryption as cyphertext.

An intruder could be listening to the transmission medium (eavesdroppins) and could be trying to understand the data and even to replace the data sequence with its own. This is known as masquerading.

Therefore, when deciding on a particular encryption algorithm we must assume that the message can always be intercepted and recorded, that the intruder knows the context in which the message is being sent and used and the type of information that is being exchanged.

The aim is to choose an encryption method which will not allow an intruder, even with a powerful computer, to record and decrypt the cyphertext in a realistic time period.

The general scheme is illustrated in the figure below.
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Basic encryption techniques
The simplest technique involves substitution of the plaintext alphabet with a new alphabet.

For example, we can define a cyphertext alphabet by shifting the plaintext alphabet with n places, where n is the key. The cyphertext can be obtained using the new cyphertext alphabet. For example:

Plaintext alphabet :  
a  b  c  d  e
Key : 



3 

Ciphertext alphabet : 

d  e  f  g  h

The text This-is-a-lovely-day becomes Xklv-lv-d-oyhob-gdb

However, such a key is very easy to break if one considers the frequency of certain letters in a text, the distribution of spaces, certain given words like ‘the’ etc…

A more complex key is more difficult to break. For example:

Plaintext alphabet :  
a  b  c  d  e  f
Key : 



123 

Ciphertext alphabet : 

b  d  f  e  g  i

The text This-is-a-lovely-day becomes Ujlt-kv-b-nywgb-ecb

In general, a key is determined by the number of letters in the alphabet that is going to be transmitted. For a 26 letters alphabet, for example, the key has 26 digits, therefore there are 26! = 4 x 1026 possible key combinations.

An alternative to substitution is to re-order (transpose) the characters in the plaintext. For example, if a key of 4 is used, the message can be divided into groups of four letters. The message is then transmitted starting with all the first characters in each groups, then the second, etc…

Plaintext message
This-is-a-lovely-day
Key : 


4

Cyphertext message
T
h
i
s




-
i
s
-




a
-
l
o




v
e
l
y




-
d
a
y

The text becomes T-av-hi-edisllas-oyy

If a more complex key is used, for example

Plaintext message
This-is-a-lovely-day
Key : 


1
2
3
4

Cyphertext message
T
h
i
s




-
i
s
-




a
-
l
o




v
e
l
y




-
d
a
y

The text becomes T-av-i-edhllaisiis-o
Most practical algorithms use complicated combinations of substitutions and transpositions (also known as permutations) involving multiple keys and changing the number of bits or characters of the original message (compression or expansion). 
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